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BAY OF PLENTY

DISTRICT HEALTH BOARD
HAUORA A TOI




BOPDHB INFORMATION ACCESS AGREEMENT

BETWEEN









BAY OF PLENTY DISTRICT HEALTH BOARD (“BOPDHB”), of Cameron Road, Tauranga

And 








(“Access User”)
Of
(Health Agency)

Known as “The Parties”  
RECITALS
A. BOPDHB, a Crown owned entity established under the NZ Public Health and Disability Services Act 2000 ("the Act"), is responsible for the planning, funding and provision of health and disability services to the population of its geographic area.  In discharging its responsibilities BOPDHB collects and holds information on clinical practice, health services and individual patients’ care.  

B. The Access User provides health services to the residents of the BOPDHB area including providing health care services to patients who also receive care from BOPDHB.  
C. To assist in ongoing patient care, the Access User wishes to have access to BOPDHB held information systems and resources (“DHB Information”) including personally identifiable patient data (“Patient Information”).
D. This Agreement sets out the access rights and responsibilities of the Access User, including staff and contracted agents.  

1 AGREEMENT OBJECTIVES 

1.1. Under the Code of Health and Disability Services Consumers' Rights, every consumer of health services has the right to services provided with reasonable care and skill, in a manner that minimises potential harm and optimises quality of life, by providers that cooperate to ensure continuity of service.  This agreement to access DHB Information is intended to support consumers’ rights to reasonable care, avoidance of harm and continuity of service.  

1.2. The Parties wish to ensure that access to DHB Information is provided in such a way as to ensure:

a) public and patient confidence that identifiable Patient Information is appropriately protected and maintained 

b) the Parties’ legal obligations towards the individuals rights under the Privacy Act 1993 and Health Information Privacy Code 1994 are recognised and complied with, and

c) the Parties contractual obligations to any third party providers of licensed information systems or resources are discharged appropriately

2 TERM & TERMINATION

2.1 This agreement will be effective from the date it is signed by both Parties and shall remain in force until terminated by:

a) either Party on giving 30 days notice in writing to the other Party of its intention to terminate

b) BOPDHB in the event of breach by the Access User where the breach remains unremedied for a period of 5 days after notice is given by BOPDHB of the breach 

3 ACCESS COSTS
3.1 BOPDHB does not charge for providing access to Patient Information.  However, the provision of access to BOPDHB held data stored in electronic systems may result in the BOPDHB incurring additional costs such as license and telecommunication charges.

3.2 Where BOPDHB incurs costs either solely or predominantly to provide access to BOPDHB held information for the Access User, it reserves the right to make a charge to offset those costs.  Any such charges shall be agreed with Access User and shall be included within this Agreement as an attached Schedule.

3.3 Unless otherwise stated in the relevant Schedule, invoicing for these additional costs will be on an annual basis and the Access User shall make payment within 20 working days of the date of invoice.

4 GENERAL CONDITIONS

4.1 Access to patient information held by BOPDHB is subject to patient consent processes.   Patients can choose not to have their information shared via this service, and in the absence of patient consent, that information cannot be accessed by the Access User.  

4.2 Access to DHB held Knowledge Information under this Agreement may be subject to third party copyright and licensing agreements with the BOPDHB, and in such cases the requirements of those third party agreements shall have precedence over any rights granted under this Agreement.
4.3 It is understood that the access rights accorded under this Agreement shall be non-exclusive, and BOPDHB reserves the right to grant access to DHB Information to other users.

5 ACCESS USER RIGHTS & OBLIGATIONS
5.1 Access to BOPDHB information resources is granted for the purposes of providing healthcare for patients in the Access User’s care and supporting health service provision and ongoing professional development.

5.2 The Access User agrees to treat all DHB Information as confidential and not to disclose, communicate to or place at the disposal of any third party, any Patient Information without the explicit consent of the patient. 

5.3 The Access User will: 

a) ensure that the security codes allocated by the DHB to enable access to DHB Information are not shared and are protected from inappropriate use. 

b) implement and maintain appropriate physical and systems based security to ensure that access to DHB Information within its organisation is provided only to the level reasonably required for employees and/or contractors to appropriately perform their designated functions.
c) inform and hold accountable any of their employees and/or contractors who have access to DHB Information, of their obligations concerning the security and confidentiality of that information
d) not allow any person to access, copy or communicate DHB Information except as allowed under this Agreement 

e) immediately notify the DHB upon becoming aware that staff member, contracted agent or third party has gained inappropriate access to the allocated security codes or any DHB Information

5.4 If the Access User no longer wants or requires access, the Access User must notify the BOPDHB Information Technology service. 

6 BOPDHB RIGHTS AND OBLIGATIONS

6.1 BOPDHB may suspend access under this agreement for any reason, including: 

a) to undertake necessary maintenance on its systems or network

b) the Access User’s use of BOPDHB’s systems adversely interferes with the use being made of those systems by BOPDHB staff and/or other authorised users  

c) a complaint from a patient about access to their information by the Access User
d) a breach of this Agreement by the Access User

Where access is to be suspended, BOPDHB will notify the Access User of the reason for the suspension and the likely duration of that suspension of access.

6.2 Access to the network and patient information will be routinely monitored by BOPDHB to ensure compliance with this Agreement.  The Access User agrees to co-operate fully with any investigation into its access under this Agreement.
6.3 In the event of any inappropriate access to DHB Information by the Access User, the BOPDHB has the right to inform: 

a) The Patient whose information was inappropriately accessed

b) The Access User’s professional Registration Authority if there is reasonable belief that a breach of that Registration Authority’s ethical standards has occurred
7 Services & Service Levels

7.1 BOPDHB will make the following services available to the Access User on the following basis:
a) Clinical Data Repository - 
Access to BOPDHB’s “Éclair” clinical data repository for diagnostic results and associated patient information.

b) Clinical Portal -
Access to BOPDHB Clinical Health Information Portal (“CHIP”) for the purposes of obtaining appropriate information to support the care of patients receiving treatment from the Access User.

7.2 Hours of Service - Unless otherwise stated hours of service are defined as:

a) 24 x 7 – Provision & support of DHB systems on a 24 hour, seven days per week, 365 days per year basis.  On site support of DHB systems is available in business hours of 8.00am to 5.00pm Monday to Friday, excluding public holidays, while support outside of business hours is available on an on call basis.  On call support for DHB systems is provided where clinical circumstances are such that the required support cannot reasonably wait until the next period of business hours.

b) Business Hours – Provision and support 8.00am to 5.00pm Monday to Friday, excluding public holidays

7.3 Planned Service Outages - As part of the ongoing operation and maintenance of its information systems BOPDHB will from time to time make the systems unavailable for use to enable regular maintenance, application upgrades and equipment replacement purposes –“planned outage”.  Where a planned outage is likely to impact the Access User, BOPDHB will endeavour to ensure the Access User receives reasonable notification of the outage timeframes. 

7.4 Unplanned Service Outages - The services may become unavailable to the Access User as a result of unplanned outages arising from faults or equipment failure on the BOPDHB or its contracted third party ICT facilities.  Where such outages occur, BOPDHB will use its reasonable endeavours to rectify the issue so as to ensure the Access User is not unreasonably treated in comparison to internal BOPDHB users.

8 INDEMNITY AND LIABILITY

8.1 The Access User indemnifies BOPDHB against all actions, claims, demands, costs, charges and expenses arising out of any breach of this agreement or any claim by any third party based upon any act or omission by the Access User. 

8.2 It is understood that the Access User shall exercise all rights granted under this Agreement at its own risk.  BOPDHB does not indemnify the Access User against, and shall not be liable for, any loss or damage incurred by the Access User in exercising its access rights.

9 AVAILABILITY AND ACCURACY OF INFORMATION

8.1 While all reasonable efforts will be made to ensure that health information made available is accurate, BOPDHB does not guarantee the accuracy or completeness of the health information it holds and makes available under the Agreement. 

8.2 To assist in ensuring the accuracy of patient information, the Access User agrees to notify BOPDHB of any material inaccuracies in any patient’s details or health information. This should be notified to the BOPDHB medical information department. 

10 ASSIGNMENT OR TRANSFER

9.1 Except as provided for under any enactment, the rights and obligations of the Access User shall not be assigned, sub-contracted, delegated or otherwise transferred within the prior approval in writing of the BOPDHB

11 SCHEDULES TO THIS AGREEMENT
10.1 In the event of conflict between the terms and conditions of this Access Agreement and those of any attached Schedules, this Access Agreement will take precedence.
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